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  Question: 1  

You have two line of business operations (LOB1, LOB2) leveraging Oracle Cloud Infrastructure. LOB1 
is deployed in VCN1 in the OCI US East region, while LOB2 is deployed in VCN2 in the US West region. 
You need to peer VCN1 and VCN2 for disaster recovery and data backup purposes. To ensure you can 
utilize the OCI Virtual Cloud Network remote peering feature, which CIDR ranges should be used? 

 
 

A. VCN1 (10.0.0.0/16) and VCN2 (10.0.1.0/24) 
 

B. VCN1 (10.0.0.0/16) and VCN2 (172.16.0.0/16) 
C. VCN1 (172.16.1.0/24) and VCN2 (172.16.1.0/27) 

 
D. VCN1 (192.168.0.0/16) and VCN2 (192.168.1.0/27) 

 

  Answer: B  

Explanation: 
VCN1 (10.0.0.0/16) will use the IP Range from 10.0.0.0 to 10.0.255.255 and the VNC 2 
(172.16.0.0/16) will use the IP Range from 172.16.0.0 to 172.16.255.255 the will not be overlap 
between the 2 VCN 

 

  Question: 2  

You have launched a compute instance running Oracle database in a private subnet in the Oracle 
Cloud Infrastructure US East region. You have also created a Service Gateway to back up the data files 
to OCI Object Storage in the same region. You have modified the security list associated with the 
private subnet to allow traffic to the Service Gateway, but your instance still cannot access OCI Object 
Storage. How can you resolve this issue? 

 
 

A. Add a stateful rule that enables ingress HTTPS (TOP port 443) traffic to 001 Object Storage in the 
security list associated with the private subnet 

 
B. Add a stateful rule that enables egress HTTPS (TCP port 443) traffic to OCI Object Storage in the 
security list associated with the private subnet 

 
C. Add a rule in the Route Table associated with the private subnet with Target type as "Service 
Gateway" and destination service as all IAD services in the Oracle Service Network.' 
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D. Use the default Security List, which has ports open for OCI Object Storage 
 

  Answer: C  

Explanation: 
A service gateway lets your virtual cloud network (VCN) privately access specific Oracle services 
without exposing the data to the public internet. No internet gateway or NAT is required to reach 
those specific services. The resources in the VCN can be in a private subnet and use only private IP 
addresses. The traffic from the VCN to the Oracle service travels over the Oracle network fabric and 
never traverses the internet. 
The service gateway is regional and enables access only to supported Oracle services in the same 
region as the VCN. 
For traffic to be routed from a subnet in your VCN to a service gateway, you must add a rule 
accordingly to the subnet's route table. The rule must use the service gateway as the target. For the 
destination, you must use the service CIDR label that is enabled for the service gateway. This means 
that you don't have to know the specific public CIDRs, which could change over time. 

 

  Question: 3  

You are a network architect of an application running on Oracle Cloud Infrastructure (OCI). Your 
security team has informed you about a security patch that needs to be applied immediately to one 
of the backend web servers. What should you do to ensure that the OCI load balancer does not 
forward traffic to this backend server during maintenance? 

 
 

A. Drain all existing connections to this backend server and mark the backend web server offline 
B. Create another OCI load balancer for the backend web servers, which are active and handling 
traffic 

 
C. Edit the security list associated with the subnet to avoid traffic connectivity to this backend serve 

 
D. Stop the load balancer for maintenance and restart the load balancer after the maintenance is 
finished 

 

  Answer: A  

Explanation: 
A load balancer improves resource utilization, facilitates scaling, and helps ensure high 
availability. You can configure multiple load balancing policies and application-specific health 
checks to ensure that the load balancer directs traffic only to healthy instances. The load 
balancer can reduce your maintenance window by draining traffic from an unhealthy 
application server before you remove it from service for maintenance. 
The Load Balancing service considers a server marked drain available for existing persisted 
sessions. New requests that are not part of an existing persisted session are not sent to that 
server. 
Edit Drain State: Opens a dialog box in which you can change the drain state. 
If you set the server's drain status to true, the load balancer stops forwarding 

https://docs.cloud.oracle.com/en-us/iaas/Content/Network/Tasks/servicegateway.htm#about_service_labels
https://docs.cloud.oracle.com/en-us/iaas/Content/Network/Tasks/servicegateway.htm#about_service_labels
https://docs.cloud.oracle.com/en-us/iaas/Content/Network/Tasks/servicegateway.htm#about_service_labels
https://docs.cloud.oracle.com/en-us/iaas/Content/Network/Tasks/servicegateway.htm#about_service_labels
https://docs.cloud.oracle.com/en-us/iaas/Content/Network/Tasks/servicegateway.htm#about_service_labels


Questions & Answers PDF Page 4 
 

 

 

new TCP connections and new non-sticky HTTP requests to this backend server. 
This setting allows an administrator to take the server out of rotation for 
maintenance purposes. 
e. Edit Offline State: Opens a dialog box in which you can change the offline 
status. 
If you set the server's offline status to true, the load balance forwards no ingress 
traffic to this backend server. 

 

  Question: 4  

Your application consists of three Oracle Cloud Infrastructure compute instances running behind a 
public load balancer. You have configured the load balancer to perform health checks on these 
instances, but one of the three instances fails to pass the configured health check. Which of the 
following action will the load balancer perform? 

 
 

A. Stop sending traffic to the instance that failed health check 
 

B. Terminate the instance that failed health check 
 

C. Stop the instances that failed health check 
 

D. Remove the instance that failed the health check from the backend set 
 

  Answer: A  

Explanation: 
health check A test to confirm the availability of backend servers. A health check can be a request or 
a connection attempt. Based on a time interval you specify, the load balancer applies the health 
check policy to continuously monitor backend servers. If a server fails the health check, the load 
balancer takes the server temporarily out of rotation. If the server subsequently passes the health 
check, the load balancer returns it to the rotation. 
You configure your health check policy when you create a backend set. You can configure TCP-level or 
HTTP-level health checks for your backend servers. 
- TCP-level health checks attempt to make a TCP connection with the backend servers and validate 
the response based on the connection status. 
- HTTP-level health checks send requests to the backend servers at a specific URI and validate the 
response based on the status code or entity data (body) returned. 
The service provides application-specific health check capabilities to help you increase availability 
and reduce your application maintenance window. 

 

  Question: 5  

Your IT department wants to cut down storage costs, but also meet compliance requirements as set 
up by the central audit group. You have a legacy bucket with both Word does (*.docx) and Excel files 
(*.xlsx). Your auditors want to retain only Excel files for compliance purposes. Your IT departments 
wants to keep all other files for 365 days only. What two steps can you take to meet this 
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requirement? 
 
 

A. Create Object Storage Lifecycle rules to archive objects from the legacy bucket after 365 days 
without any pattern matching 

 
B. Create Object Storage Lifecycle rules to delete objects from the legacy bucket after 365 days with a 
filter type - include by pattern: ''.docx 
C. It is not possible to meet this requirement 

 
D. Create Object Storage Lifecycle rules to delete objects from the legacy bucket after 365 days with a 
filter type - exclude by pattern: ''.xlsx" 

 
E. Create Object Storage Lifecycle rules to delete objects from the legacy bucket after 365 days 
without any pattern matching 

 

  Answer: BD  

Explanation: 
Object Lifecycle Management lets you automatically manage the archiving and deletion of objects. 
By using Object Lifecycle Management to manage your Object Storage and Archive Storage data, you 
can reduce your storage costs and the amount of time you spend managing data. 
Use object name filters to specify which objects the lifecycle rule applies to. 
You can add object filters in any order. Object Lifecycle Management evaluates the precedence of the 
rules as follows: 
Pattern exclusions 
Pattern inclusions 
Prefix inclusions 

 

  Question: 6  

You have a working application in the US East region. The app is a 3-tier app with a database backend 
- you take regular backups of the database into OCI Object Storage in the US East region. For Business 
continuity; you are leveraging OCI Object Storage cross-region copy feature to copy database backups 
to the US West region. Which of the following three steps do you need to execute to meet your 
requirement? 

 
 

A. Write an IAM policy and authorize the Object Storage service to manage objects on your behalf 
B. Specify an existing destination bucket 
C. Specify the bucket visibility for both the source and destination buckets 

 
D. Provide a destination object name 

 
E. Provide an option to choose bulk copying of objects 

 
F. Choose an overwrite rule 

https://docs.cloud.oracle.com/en-us/iaas/Content/Object/Concepts/objectstorageoverview.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/Object/Concepts/objectstorageoverview.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/Object/Concepts/objectstorageoverview.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/Archive/Concepts/archivestorageoverview.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/Archive/Concepts/archivestorageoverview.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/Archive/Concepts/archivestorageoverview.htm
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  Answer: ABF  

Explanation: 
You can copy objects to other buckets in the same region and to buckets in other regions. 
You must have the required access to both the source and destination buckets when performing an 
object copy. You must also have permissions to manage objects in the source and destination 
buckets. 
Because Object Storage is a regional service, you must authorize the Object Storage service for each 
region carrying out copy operations on your behalf. For example, you might authorize the Object 
Storage service in region US East (Ashburn) to manage objects on your behalf. Once you authorize 
the Object Storage service, you can copy an object stored in a US East (Ashburn) bucket to a bucket in 
another region. 
You can use overwrite rules to control the copying of objects based on their entity tag (ETag) values. 
Specify an existing target bucket for the copy request. The copy operation does not automatically 
create buckets. 

 

  Question: 7  

Which of the following statement is true regarding Oracle Cloud Infrastructure Object Storage Pre- 
Authenticated Requests? 

 
 

A. It Is not possible to create pre-authenticated requests for "archive" storage tier 
 

B. Changing the bucket visibility does not change existing pre-authenticated requests 
C. It is not possible to create pre-authenticated requests for the buckets, but only for the objects 

 
D. Pre-authenticated requests don't have an expiration 

 

  Answer: B  

Explanation: 
Pre-authenticated requests provide a way to let users access a bucket or an object without having 
their own credentials, as long as the request creator has permissions to access those objects. For 
example, you can create a request that lets an operations support user upload backups to a bucket 
without owning API keys. Or, you can create a request that lets a business partner update shared 
data in a bucket without owning API keys. 
When you create a pre-authenticated request, a unique URL is generated. Anyone you provide this 
URL to can access the Object Storage resources identified in the pre-authenticated request, using 
standard HTTP tools like curl and wget. 
Understand the following scope and constraints regarding pre-authenticated requests: 
Users can't list bucket contents. 
You can create an unlimited number of pre-authenticated requests. 
There is no time limit to the expiration date that you can set. 
You can't edit a pre-authenticated request. If you want to change user access options in response to 
changing requirements, you must create a new pre-authenticated request. 
The target and actions for a pre-authenticated request are based on the creator's permissions. The 
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request is not, however, bound to the creator's account login credentials. If the creator's login 
credentials change, a pre-authenticated request is not affected. 
You cannot delete a bucket that has a pre-authenticated request associated with that bucket or with 
an object in that bucket. 
Understand the following scope and constraints regarding public access: 
Changing the type of access is bi-directional. You can change a bucket's access from public to private 
or from private to public. 
Changing the type of access doesn't affect existing pre-authenticated requests. Existing pre- 
authenticated requests still work. 

 

  Question: 8  

You have two NFS clients running in two different subnets within the same Oracle Cloud 
Infrastructure (OCI) Virtual Cloud Network (VCN). You have created a shared file system for the two 
NFS clients who want to connect to the same file system, but you want to restrict one of the clients to 
have READ access while the other has READ/Write access. Which OCr feature would you leverage to 
meet this requirement? 

 
 

A. Use VCN security rules to control access for the NFS clients 
 

B. Use OCI Identity Access Management to control access for the NFS clients 
 

C. Use File Storage NFS Export Options to control access for the NFS clients 
D. Use NFS security to control access for the NES clients 

 

  Answer: C  

Explanation: 
Oracle Cloud Infrastructure File Storage service provides a durable, scalable, secure, enterprise-grade 
network file system. You can connect to a File Storage service file system from any bare metal, virtual 
machine, or container instance in your Virtual Cloud Network (VCN). You can also access a file system 
from outside the VCN using Oracle Cloud Infrastructure FastConnect and Internet Protocol security 
(IPSec) virtual private network (VPN). 
EXPORT 
Exports control how NFS clients access file systems when they connect to a mount target. File 
systems are exported (made available) through mount targets. Each mount target maintains an 
export set which contains one or many exports. A file system must have at least one export in one 
mount target in order for instances to mount the file system. The information used by an export 
includes the file system OCID, mount target OCID, export set OCID, export path, and client export 
options. For more information, see Managing Mount Targets. 
EXPORT SET 
Collection of one or more exports that control what file systems the mount target exports using 
NFSv3 protocol and how those file systems are found using the NFS mount protocol. Each mount 
target has an export set. Each file system associated with the mount target has at least one export in 
the export set. 
EXPORT PATH 
A path that is specified when an export is created. It uniquely identifies the file system within the 

https://docs.cloud.oracle.com/en-us/iaas/Content/File/Concepts/filesystempaths.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Concepts/filesystempaths.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Concepts/filesystempaths.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/exportoptions.htm#Export
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/exportoptions.htm#Export
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/managingmounttargets.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/managingmounttargets.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/managingmounttargets.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/managingmounttargets.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/managingmounttargets.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/managingmounttargets.htm
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mount target, letting you associate up to 100 file systems to a single mount target. This path is 
unrelated to any path within the file system itself, or the client mount point path. 
EXPORT OPTIONS 
NFS export options are a set of parameters within the export that specify the level of access granted 
to NFS clients when they connect to a mount target. An NFS export options entry within an export 
defines access for a single IP address or CIDR block range. For more information, see Working with 
NFS Export Options. 

 

  Question: 9  

Which statement is true about the Oracle Cloud Infrastructure File Storage Service Mount Target? 
 
 

A. You can access multiple file systems through a single mount target 
B. Mount target has a public IP address and DNS name 

 
C. Mount target lives in a single subnet of your choice, but is not highly available 

 
D. Each mount target requires six internal IP addresses in the subnet to function 

 

  Answer: A  

Explanation: 
A mount target is an NFS endpoint that lives in a VCN subnet of your choice and provides network 
access for file systems. The mount target provides the IP address or DNS name that is used together 
with a unique export path to mount the file system. A single mount target can export many file 
systems. Typically, you create your first mount target and export when you create your first file 
system. The mount target maintains an export set which contains all of the exports for its associated 
file systems. 
Limitations and Considerations 
Each availability domain is limited to two mount targets by default. However, you can export up to 
100 file systems through each mount target. 
See Service Limits for a list of applicable limits and instructions for requesting a limit increase. 
Each mount target requires three internal IP addresses in the subnet to function. Two of the IP 
addresses are used during mount target creation. The third IP address must remain available for the 
mount target to use for high availability failover. 
The File Storage service doesn't "reserve" the third IP address required for high availability failover. 
Use care when designing your subnets and file systems to ensure that sufficient IP addresses remain 
available for your mount targets. 

 

  Question: 10  

Which statement is true about the Oracle Cloud Infrastructure File Storage Service Snapshots? 
 

A. Snapshots are created under the root folder of file system, in a hidden directory named .snapshot 
B. Snapshots are not incremental 
C. You can restore the whole snapshot, but not the individual files 

https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/exportoptions.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/exportoptions.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/exportoptions.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/exportoptions.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/exportoptions.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/exportoptions.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/exportoptions.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/exportoptions.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/creatingfilesystems.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/creatingfilesystems.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/creatingfilesystems.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/creatingfilesystems.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/creatingfilesystems.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/creatingfilesystems.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/creatingfilesystems.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/creatingfilesystems.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/creatingfilesystems.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/creatingfilesystems.htm
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https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/creatingfilesystems.htm
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https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/creatingfilesystems.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/File/Tasks/creatingfilesystems.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/General/Concepts/servicelimits.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/General/Concepts/servicelimits.htm
https://docs.cloud.oracle.com/en-us/iaas/Content/General/Concepts/servicelimits.htm
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D. It Is not possible to create snapshots from OCI console, but just the CLI 
 

  Answer: A  

Explanation: 
The File Storage service supports snapshots for data protection of your file system. Snapshots are a 
consistent, point-in-time view of your file systems. Snapshots are copy-on-write, and scoped to the 
entire file system. The File Storage service encrypts all file system and snapshot data at rest. You can 
take as many snapshots as you need. 
Data usage is metered against differentiated snapshot data. If nothing has changed within the file 
system since the last snapshot was taken, the new snapshot does not consume more storage 
Snapshots are accessible under the root directory of the file system at .snapshot/name. For data 
protection, you can use a tool that supports NFSv3 to copy your data to a different availability 
domain, region, file system, object storage, or remote location. 
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